
Managing Ransomware Risk:  
An Executive's Primer

What is ransomware?

It’s a type of malware that 

prevents a user or organization 

from utilizing their electronic 

devices and data until a fee – 

anywhere from thousands to 

millions of dollars – is paid. 

The Cyber Crucible team began working with a regional Maryland hospital in 2018. The hospital’s security team was 

overwhelmed with alerts and the task of identifying false positives from true positives. Add

Ransomware is usually spread through phishing emails, hacked 
websites, or infected files. Many attacks originate from the email 
addresses of trusted contacts and community leaders who were 
targeted. 

At this point, the criminal begins to crawl through a network looking for 
valuable data, then encrypting the user or organization’s files, 
databases, email, and backups – often all at the same time. 

It’s not just big businesses that are impacted. The number of successful 
attacks against non-profits has risen, which means that ransomware is 
a risk that every executive team needs to address.



While the prevention of ransomware risk is 
never foolproof, it is necessary. Think of it this 
way – you and your team wash their hands to 
prevent illnesses. In the same way, there are 
some simple cyber hygiene tasks to limit the 
chance of ransomware infection. 

Matthew Trevors of 
Carnegie Mellon 
University's Software 
Engineering Institute  
produced some great 
guidance for cyber 
hygiene, such as this 
insightful set of practices. 

The Importance of Prevention

Try these four simple tips to get started:

1. Install some type of antivirus.
2. Enable 2-factor – otherwise known as multi-factor –
authentication on all accounts.  This means that you must enter a code
into your phone in addition to a password on websites.
3. Think before you click on a document or website that looks
abnormal.  If a message looks odd, call the author before taking action.
4. Always back up your data.
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For many organizations, it’s highly likely 

that some encrypted data has not been 

backed up.  If this fits you – you’re not 

alone. After all, the cost of backing up all of 

your data can be significant.  

When Prevention Doesn't Work  -
Restoring From Backups

Any risk mitigation strategy should work to prioritize backing up essential 
data that’s essential. That way, you can continue servicing your 
customers and communities.  Former medical practitioners may find 
this process similar to creating rules for which patient(s) should be the 
highest priority in an Emergency Room.

Up to 77% of backups 
fail.  That does NOT 
include ranswomare  
attacks on backups

Backups – even incomplete or 
imperfect ones – are a way to avoid 
paying ransoms. Criminals have 
adapted and begun encrypting or 
deleting backups by creating 
automated attack capabilities in 
their ransomware tools, as well as 
manually searching for backups.

“Offline” backups are any form of backup not 
connected to your network.  A good rule of 
thumb: Any data stored offline can’t be 
easily encrypted.  It may contain 
ransomware, though!
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Decryption is one of the most attractive 

solutions available after a ransomware 

attack, but it does mean that prevention 

methods have failed.  

While all products advertising 
the ability to rewind 
ransomware have strengths 
and weaknesses, we 
developed Cyber Crucible’s 
own Ransomware Rewind to 
be an inexpensive and easy-
to-use solution. That makes it 
perfect for smaller 
companies, non-profits, and 
large organizations alike.

When Prevention Doesn't Work -
Decrypting without Paying The Ransom 

As decryption methods were discovered and made available by 
security researchers, sometimes with law enforcement assistance, 
victims of ransomware attack had the option to simply decrypt after 
an attack.  No need to dive into backups, and certainly no need to 
pay any ransoms.
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If you feel forced into this solution, please consider the following:
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1. The odds of the criminal not giving you your decryption 

keys are very low.

2. You may hit some bugs, but the decryptors normally 

work.

3. Just like any other fraud, you may be opening yourself 

up to additional attacks from these or other criminals  (word 

gets out).

4. You are at high risk of re-infecting yourself, possibly 

soon after you spend the time and money recovering.

5. Plan for significant
downtime while decrypting files,
weeks or months after paying
the ransom.  Hacker tools aren't
necessarily automated.
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When Prevention Doesn't Work -
Thinking of Paying the Ransom 

Nobody likes to negotiate with criminals.  

This is a very emotional time, yet you 

have to approach things rationally.  This 

may be an unavoidable solution, if you 

are out of options, but wish to keep 

serving your customers.


